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Agenda

EM Analysis : some advantages ... for attackers

Magnitude Squared Incoherence Analysis

- to localize of hot spots
- as a standard distinguisher

Toward new attacks ?



EM Analysis advantages ... for attackers

- No specific board
- low cost

- Contactless

- Undetectable



EM Analysis advantages ... for attackers
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Adaptability wrt the targets

- FPGA vs ASIC
- Scaling with technology (Area and Frequency)
- Manage the SNR




EM Analysis advantages ... for attackers

Richness of information in the frequency domain
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EM Analysis advantages ... for attackers
Richness of information in the time domain

- B(t)

[ B(t)

time
Leakage spread over time
Leakage does not necessarily appear on extrema
The way the signal is captured modifies the leakage

Is the waveforms of B(t) are the real / complete leakage ?
If yes, how to interpret waveforms rather than samples ?
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EMagnitude Squared Coherence

Basics

Taux de similitude (Coherence) de 2 comportements temporels

PERIDD (YEARS)

Coherence Dust Hurricane type 4
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Magnitude Squared Coherence / Incoherence

Basics

MSC,, ., ()= Pans () M3, .. (f)=1-MSC, , (f)
weet TR, L (F) Py (F)

0<MSC,, ., (f)<1 osmMs,, . (f)<1

* Pywiwi(f) et Py, wo(f) les densités spectrales de Puissance de w; (t) et w,(t)
* Pyw1w2(f) 1a densité spectrale croisée de Puissance de w,(t) et w,(t)
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Magnitude Squared Incoherence

To localize hot spots

WGMS = Z MSWrWz(f)x A\Nz(f)
by T L N, max(A,, (1))
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Magnitude Squared Incoherence

To localize hot spotswx

Normalized WGMSI (100%)
Cartography (5 PTI)

MTD (%)
CEMA Pearson 5k PTI
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EM Analysis advantages ... for attackers

Magnitude Squared Incoherence Analysis
- basics
- to localize of hot spots
- as a standard distinguisher

Towards new attacks ?
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Magnitude Squared Incoherence

As a distinguisher Working with a sample serie !

>

DoM,
Fs(PTI ,kg) Pearson,
MIA
Model : HD,HW
\ fmax
nf Z MS1s g (f )—s Score (kg)[0,1]

f=fmin
Working with hundreds of
time samples at a time !
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Magnitude Squared Incoherence

As a distinguisher
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EM Analysis advantages ... for attackers

Magnitude Squared Incoherence Analysis
- basics
- to localize of hot spots

- as a standard distinguisher

Toward new attacks ?
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Magnitude Squared Coherence

Comparing EM waveforms ... oy
LIRMM
n waveforms ----- > % Lhl(h-1) comparisons
n traces # of comparisons
100 5000
500 125 000
1000 500 000 N
1500 1 120 000 —> L1 Million
4 500 10 000 000
20 000 200 000 000 ———> DPA Contest 2
45 000 1 000 000 000
1 000 000 500 000 000 000
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Magnitude Squared Coherence

Comparing EM waveforms ...

Coherence between all pairs of

EM traces
\ HDi=H Dj \ _—>
Fs(PTI ,kg) _

>
Model : HD,HW HD.2HD.
| J é |

Mean, Median,
Variance, Variance 1Q,
Skewness, Curtosis
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Magnitude Squared Coherence

Statistical analysis : O e
de Robotique
- et de Microélectronique
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Conclusions

EM traces contain different leakages
EM waveforms is a main threat

Magnitude Squared Coherence may be applied to...

- localize of hot spots

- define new SCA attacks on private key algorithms (undergoing)
- enhance collision attacks on public key algorithms (undergoing)
- re-think template attacks (tbd)

by comparing EM waveforms !
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'EM Analysis advantages ... for attackers
b= |

T-Ordas-[08]

.......................

Stabilized power supply | By Resistor . "’
| % (i) Power cable .
: (iii) R$232C cable -,

"-.‘__‘_..“.(iv) Antenna

Exchanging data ---> EM leakage due to several antennas
and different EM coupling mechanisms
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EM Analysis advantages ... for attackers

Magnitude Squared Incoherence Analysis
- basics
- to localize of hot spots
- as a standard distinguisher

Toward new attacks ?

20



