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Embedded Systems & potential attacks

Example of embedded system architecture
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The challenge of memory protection &
Threat Model

 External bus access leads to
— Code extraction\modification
— Private data extraction\modification
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e
State of the art

e Existing solutions relying on the same threat model
— AEGIS (MIT): One-time-pad / Cached hash tree (OS controlled)
— XOM (Stanford): One-time-pad / MD5 (OS controlled)
— PE-ICE (LIRMM): AES / tag comparison
— TEC-Tree (Princeton\LIRMM): PE-ICE / hash tree
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Contributions

e Solution fitting with embedded systems resources
— Logic size
— Memory footprint (including security data)
— Performance

* Flexible solution for the software designer
— Flexible architecture
— Flexible security policy

 End to end solution, from boot to steady-state system
operation
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Model of the system setup
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e
Secure architecture with SMM

* Security Memory Mapping

— Fully done in hardware, no OS modification

y - TTTTTTTTT T I
[J]
<
I @ Segment 1 Segment n |
3 i _} -------------------------------- I
S i Base @ Base @ I
--------------------------------
=] S .
g ) | e 1 L Sze |
g : L Securitylevel 1t Security level _ | | Address
I __Code/data ., . ___ Code/data___ I
| ! External
processor | 1 SMM 1 . memory
| Code/data * * Security level Data
o | |
S |
5 1
3 H |
© . . .
2 n Ciphering/Hashing core !
3 i *
I ] Control
:_ Hardware Security Core :
TRUSTED ZONE UNTRUSTED ZONE
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~
Cache memory write request

Trusted Area ' Untrusted Area
i- __________________________________ o :
: Security [ ©ore control :
m ! »| Memory N
< ! Map |
g |
v] 1 |
S I !
‘§ | v AES Key (LKey) :
I
‘E @ | » Timestamp I:ISegmentID - = :
= 1 memory ) =4 ) = |
| P Timestamp | = AES-GCM 3 |
| generator 9 a |
I o < <
! " : External
P 1 Memaory
\ . ACTag ” tag 1
Processor I | memory [T keystream :
I Q = 1
| £ =
o £
S Ly 2| corecontrol =2 > /AR > % : >
g B L/ gl
g | ‘é_ bypass 1 3 :
1 c S |
| = __% o
| » - |
| L~ "L
|
- . 1
Algorithm 1 - Cache memory write request: -=-

1 — Timestamp incrementation : T'S = TS + 2

2 — {Keystream, Tag} = AESccm{SeglD, @, TS}
3 — Ciphertext = Plaintext & Keystream

4 — Ciphertext = external memory

5 — Timestamp storage : T'S = TS memory

6 — Authentication T'ag storage : Tag = Tag memory




e
Cache memory read request

Trusted Area Untrusted Area

___________________________________ \
|
" a
| E.
| Security [ core control i :
" | »| Memory I
5 | Map I
3 I
|
5 I !
‘§ I h 4 AES Key (UKey) :
[ I_,
‘E @ | o Timestamp Segment ID - = :
— 1 3
| memory | 2| AFS-GCM g I
> = °
! 2 R g
< <
! > | External
I 1 Memory
Processor I »| ACTag ol - le tag |
| memory T keystream :
1 2 .
" | = \ £ X
5 < | 5| corecontrol < 2 ‘1
T : 5 j % |
2 I H s
e I = &
| ol =
I < !
| 1
' )
. I
Algorithm 2 - Cache memory read request: = —====---

1 — TS loading: TS < TS memory

2 — Tag loading : Tag < Tag memory

3 — {Keystream, Tag} = AESacm{SeglD, @, TS}

4 — (Ciphertext loading . Cliphertext < external memory
5 — Plaintext = Cliphertext @ keystream

6 — Authentication checking : Tag = Tag

7 — Plaintext = cache memory




AES-GCM [8]

[ CPT, / / CPT, / / CPT, /

v

10 cycles
(Ed &) - (EJ]
[__PT, I—»E} [__PT, I—»G}
L _c |/ L _c |
) )
¢ N
4 4
mult, mult, mult, I 1 cycles
1 v
[ AaD | 69
mult,,
/D
¢/
[8] D. A. McGrew and J. Viega, The Galois/Counter Mode of Operation

(GCM) / TAG / 14




AES-GCM
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AES-GCM architecture

Plaintext 1

SegIDe; || @y || : SegIDs, || @y ||
= s o)
128 bit 128 hit
'{; 128 bit '{; 128 bit
'a ™ { N\
. Ekey . Eukey |
1238 bit 1238 bit
128 bit 128 bit
Plaintext 2
1238 bit 1238 bit
Ciphertext 1 Ciphertext 2
128 bit
128 bit
Mult }—; Mult
[ H 128 bit H
128 bit
128 bit
Osa || Len(C)ey
128 bit
- Mult, |

For an authenticated encryption operation of a 256-bit

plaintext cacheline.

128 bit i

Tag

ENCRYPTION
&
DECRYPTION
CIRCUITRY

AUTHENTICATION
CIRCUITRY



Outline

1) Global picture

2) Memory protection

3) Boot protection

4) Experimental setup & results

5) Communication protection: first ideas
6) Conclusion
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Secure application Loading

* In our secure system, two distinct scenarios are considered

e Application code loading
— In this scenario, the SMM is already loaded in hardware so that
only application instruction loading to main memory is needed

— This scenario may occurs if the SMM is included in an FPGA
bitstream

* Application code and SMM loading

— The SMM information must be loaded into a memory-based
table adjacent to the microprocessor and application code must
be loaded to main memory. SMM loading takes place first,

followed by application code loading



Secure Application Code Loading from
Flash Memory

IV

15

Application
Code

Flash
memory

-----

K]
s,
-

Processor

e . SMM
e ol *-I i: .it
vep|  AESaz | ey AESem
| (LOAd5) l ,,,,,,, R (Execgoy)

ame
I“

Application
Code

External

memary

|:| Protected with the A£5.-based LOAD -, policy |: Protected with the AES . ~based EXEC,, policy



v

15

Application
Code

Flash
memaory

]
- Application
Code
Mrocessor ‘.-": _______________
|=—=mm e mmmmmmmmmmm e mmm e m e mmm e m i
! | . | v
2T T sam || 1
= In more details...
., : AfSoms M | AR L - <:::>
s (Loada) | (Execzo) i
RN — 9 5
' 1
b .. Hardware Sacuriy Core |
FPGA
External
memory

|:| Protected with the AES;.based LOAD ., policy : Protected withthe AE5 . based EXEC;,, policy

Unique for each

application

{

Algorithm 3 - Application loading

1 — The IV is copied to the AESccm running the Loadcon policy

2 — The TS is copied to the AESccm running the Loadacnr policy

Pipelined loop (for all application code)

3 — The encrypted application code is copied to the AESgcm running the Loadacm
policy

4 — The encrypted application code is decrypted with the Loadgcn policy

5 — The decrypted data is encrypted with the AESccym running the Erecaom policy
6 — The encrypted data is copied in main memory

End Loop

7 — The application tag is compared with the one generated by the AESccym running the
Loadgcar policy. I f both tags match, the application is securely loaded and can be sa fely
decrypted for secure execution




~
Application Code and SMM Loading

from Flash Memory

96 bits | | v
32 bits ] | s
64 bits : Tag i __________________________________ X
1 e i Application @ i I 32 bits ‘
i Application Size i i 32 bits
i Segment 1 i I 64 bits
o o 5 | 32+324+
| : Segment 2 ' | 64 bits
SMM Configuration : | , (64 x 77)
i bits
Segment 7 i I 64 hits
Application Code Mmoo
e [ - ———____ .




Outline

1) Global picture

2) Memory protection

3) Boot protection

4) Experimental setup & results

5) Communication protection: first ideas
6) Conclusion
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~ =
Application memory protection details
by protection level

Conf. and Auth. Conf. only No Protection
Code Data Code Data Code Data
App KB T S KB T S KB T S KB T S KB T S KB T S
Img 25 2 5 33 2 3 7 2 1 10 2 1 48 1 1 16 1 1
VOD 26 5 3 113 6 4 58 1 1 0 0 0 68 1 1 318 1 1
Com 71 6 1 28 0 2 0 0 0 40 6 1 0 0 0 0 0 0
Halg 0 0 0 0 0 0 92 5 1 0 0 0 0 0 0 55 5 1

KB denotes the size in KB, T the number of tasks and S the number of segments
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Area Overhead of Security

e All four applications were implemented on a Spartan-6 (SP605- XC6SLX45T),
128 MB of external DDR3 memory and 32 MB of flash memory

Uniform Programmable
protection protection
Arch. pB + HSC HSC uB + HSC HSC

LUTs FFs LUTs FF's LUTs FFs LUTs FF's
Img. 512 7095 3769 3485 1122 7237 3796 3627 1149
16.3% | 6.9% 8.0% 2.1% 16.6% 7.0% 8.3% 2.1%
Img. 2k 6820 3660 3485 1122 6962 3687 3627 1149
15.6% | 6.7% 8.0% 2.1% 15.9% 6.8% 8.3% 2.1%
VOD 512 7229 3796 3619 1149 7209 3792 3599 1145
16.6% 7.0% 8.3% 2.1% 16.5% 6.9% 8.2% 2.1%
VOD 2k 6954 3687 3619 1149 6934 3683 3599 1145
15.9% | 6.8% 8.3% 2.1% 15.9% 6.7% 8.2% 2.1%
Com. 512 7080 3768 3470 1121 7120 3776 3510 1129
16.2% | 6.9% 7.9% 2.1% 16.3% 6.9% 8.0% 2.1%
Com. 2k 6805 3659 3470 1121 6845 3667 3510 1129
15.6% | 6.7% 7.9% 2.1% 15.7% 6.7% 8.0% 2.1%

Hash 512 6186 3598 2576 951 6153 3596 2543 949
14.2% | 6.6% 5.9% 1.7% 14.1% 6.6% 5.8% 1.7%
Hash 2k 5911 3489 2576 951 5878 3487 2543 949

13.5% | 6.4% 5.9% 1.7% 13.5% 6.4% 5.8% 1.7%




Detailed breakdown of hardware security
core (HSC) logic resource usage

Uniform
protection
App. Total AFESqcom AC Tag Storage SMM Ctrl.
LUTs FFs LUTs FFs LUTs FFs LUTs FFs LUTSs FFs
Img. 3485 1122 2065 TO8 473 154 23 3 924 167
8.0% 2.1% 4.7% 1.5% 1.1% 0.3% 0.1% 0.0% 2.1% 0.3%
VOD 3619 1149 2065 TO8 604 177 29 3 0921 171
8.3% 2.1% 4.7% 1.5% 1.4% 0.3% 0.1% 0.0% 2.1% 0.3%
Com. 3470 1121 2065 TO8 470 153 20 3 915 167
7.9% 2.1% 4.7% 1.5% 1.1% 0.3% 0.0% 0.0% 2.1% 0.3%
Hash 2576 951 2065 T98 0 0 21 3 490 150
5.9% 1.7% 4.7% 1.5% 0.0% 0.0% 0.0% 0.0% 1.1% 0.3%
Programmable
protection
App. Total AESmeow Core AC Tag Storage SMM Ctrl.

LUTs FFs LUTs FFs LUTs FF's LUTs FFs LUTSs FF's
Img. 3627 1149 2065 T98 473 153 214 Al 875 167
8.3% 2.1% 4.7% 1.5% 1.1% 0.3% 0.5% 0.1% 2.0% 0.3%
VOD 3599 1145 2065 TO8 473 153 161 27 900 167
8.2% 2.1% 4.7% 1.5% 1.1% 0.3% 0.4% 0.0% 2.1% 0.3%
Com. 3510 1129 2065 T98 475 154 61 10 909 167
8.0% 2.1% 4.7% 1.5% 1.1% 0.3% 0.1% 0.0% 2.1% 0.3%
Hash 2543 949 2065 TO8 0 0 12 1 466 150
5.8% 1.7% 4.7% 1.5% 0.0% 0.0% 0.0% 0.0% 1.1% 0.3%
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Performance Cost of Security

No Uniform Programmable
protection protection protection
Arch. Time (ms) Time (ms) | Overhead Time (ms) | Overhead
Img. 512 150.5 188.0 -24.9% 173.4 -15.2%
Img. 2k 131.3 156.9 -19.5% 146.9 -11.9%
VOD 512 13691.5 16806.4 -22.8% 15619.8 -14.1%
VOD 2k 11940.3 13751.2 -15.2% 13453.5 -12.7%
Com. 512 69.1 84.1 -21.6% 78.7 -14.0%
Com. 2k 60.2 66.7 -10.8% 65.4 -8.6%
Hash 512 8.6 10.2 -18.9% 9.9 -15.1%
Hash 2k 7.5 8.7 -15.9% 8.6 -14.4%

The extra latency caused by our security approach for the prototype
implementation is 7 cycles for a 256-bit cacheline read and 13 cycles for a cacheline write.

The cacheline write overhead is primarily due to the 10-cycle 128-bit AES operation.
The read overhead is reduced due to an overlap in AES operation and bus read operations.



Memory Cost of Security

42.15 19.9 199,55 48.85 43.25 33.25 6.8 0.0
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Secure loading time

* For application code transferred from flash to
the output of the crypto core

No Uniform Programmable

protection protection protection

App. Time (ms) Time (ms) Time (ms)
Load Exec | Total | Overhead Load | Exec | Total Overhead
Img. 19.84 20.36 1.51 21.87 10.21% 20.36 1.05 | 21.41 7.92%
VOD 37.32 38.30 2.87 | 41.17 10.32% 38.30 2.41 40.71 9.07%
Com. 17.46 17.92 1.34 19.26 10.33% 17.92 1.34 19.26 10.33%
Hash 22.48 22.91 1.73 | 24.64 9.62% 22.91 1.73 | 24.64 9.62%

Load indicates the amount of time to load the application from flash and
decrypt/authenticate it using the GCM policy.
Exec indicates the amount of time needed to reencrypt and generate authentication tags

for the application using the GCM policy.



Outline

1) Global picture

2) Memory protection

3) Boot protection

4) Experimental setup & results

5) Communication protection: first ideas
6) Conclusion

30



= 2
A Multi-Processors Architecture with Secured
Communications .

Boot Code Data .. Memory
Memory Mémory Memory : bus
:
1
Processor Processor Processor !
1 2 2 : External
: Memory
Memory v
Controller
P
; : DDR/Flash
Shared ! | Processing LCD /0
memory I BIOCkS Controller Controllers
: FPGA
: USB
|
: LCD Ethernet
I UART
: Shared

communication bus
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A Multi-Processors Architecture with Secured
Communications .

Boot Code Data
Memory Memory Memory
Processor Processor Processor
1 2 3
- H D - - - - - - F F----- LF - - External
: - Memory
: GE Ctrl
! 1
:——- LF - - LF - - - LF B LF S DDR/Flash
Shared Processing LCD /0
Memory BlOCkS Controller Controllers FPGA
1 Two categories of USB
. . Ethernet P !
. LCD ——————d
Securlty meChanlsmS' UART De;catgdnetworkfor
e Local Firewall (LF).  rewalls

* Global Firewall (GF). .
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A Multi-Processors Architecture with Secured
Communications

1 A security policy can be defined by several parameters:

* Read/Write access rights.

 Allowed data characteristics (format and value).
 Tags associated with each firewall.

» Address spaces where security policies are applicable.

J Parameters specific to the external memory:
* Confidentiality (use of a ciphering algorithm such as AES, RSA...).
* Integrity (can be done in association with the ciphering : AES-CMAC, AES-
GCM...).

[ A security policy can be applied on discontinuous address spaces.
[ A functional block of the architecture can require more than one
security policy.

1 Security policies are adaptative (fitting with new standards). +
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Firewalls features description ./

 Confidentiality and
e W S S— integrity protection for
. unsecure external memory.

il

GF
Supervisor

) J Addresses and data
meme | M| 2o checking features.

Other

1 Multi-level protection.

R R +-

e

Network-on-Chip

 Firewalls manager.
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Firewalls features description

/ I I\ GF Security « . CDHfE;Srtion
\I B l/ Manager Builder {r:-n—cMhip mer:crwj
J Addresses and data
. checking features.
oot .|  Multi-level protection.
Interface | -
¢ J Communications with
RO R - e other firewalls.

tf

Network-on-Chip
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Firewalls behavioural scenarios 3

Dedicated Processor
Memory orIP
LF
< Communication Bus >
LF
/0
Controller
Controls done the at the source Description & comments
Existence of target IP address Aims to cover spoofing/relocation.
Read/Write access rules Protects from illegal accesses.
Allowed data format Similar to buffer overflow.
Controls done at the target Description & comments
Source ID Authenticity-like feature.
Existence of the section needed Aims to cover spoofing/relocation.
Allowed data values An abnormal value can cause malfunctions.

36



gl
Firewalls behavioural scenarios

Dedicated Processor
Memory or [P
LF
< Communication Bus > Eher
_ _ Memaory
Global Memory m
Firewall Controller [\ v us.:___,
DDR/Flash
Controls done the at the source Description & comments
Existence of DDR address Aims to cover spoofing/relocation.
Allowed data format Similar to buffer overflow.
Controls done at the target Description & comments
Source ID Authenticity-like feature.
Existence of the section needed Aims to cover spoofing/relocation.
Read/Write access rules Protect from illegal accesses.

37
Confidentiality / Integrity Aims to cover replay (for read/write data).
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Security flows

[ Firewalls are considered as “security sensors”:
* A processor dedicated to security services is like a “mega-
supervisor” of the system (other protection can be managed).
* The Global Firewall is the manager of all Local Firewalls.
 Security-related information goes through a NoC dedicated for
firewall communications.

J Reconfiguration flow:
* The processor dedicated to security services is responsible for
reconfiguring security policies of the Global Firewall.
* Global Firewall can reconfigure Local Firewall security parameters
through the dedicated network.
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Outline

1) Global picture

2) Memory protection

3) Boot protection

4) Experimental setup & results

5) Communication protection: first ideas
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Conclusion

* Global approach for data and communication
protection

— Based on hardware resources, no modification of
the OS / Low latency solution

* Reconfigurable security policy to set up a
security on an application basis (thread level)

— Need of monitoring

e Secure execution in a multiprocessor context
(cache coherency)
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